
Figure 1 



Start 



Browser 
requests 
remote page. 




Proxy server 
requests 
remote page. 



Modify 
headers. 



I 



Parse 
retreived 
page for 
references 
to modify. 



I 



Form modified 
page. 



205 



210 



215 



220 



-230 



1 



Serve modified 
page to 
browser. 



240 



User continues 
browsing. 



250 



260 




Proxy server 
corrects link. 



270 




Figure 2 



/ Modify 
V References 




Get next 
reference. 



305 





3 ^Associated X Yeg 

\ w/tag? / 





350 



/ Binary \ 



370 \extension?. 



No 




320 



Ensure refers 
to remote 
server. 



-Yes- 



Figure 3 



325 
No 



Javascript 
reload? 



Yes , 330 




LI 



Modify function 
call. 



-335 



Add new 
function. 



-Yes— 1 




-355 



Y /Not remote\ 

\ hostname? X 




No- 



Fully 
qualified? 



Yes 



-365 



Modify 
reference. 



